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Cyber Security Awareness Website

e Contains useful information with
helpful links

* The governor’s proclamation is
available to view

* Links for children and keeping
them safer online

* Links to Free Security Training
(i.e. no cost)

* Website address is:

http://www.esrmo.scio.nc.gov/CyberSecurity

©

/default.aspx

Newsletters

Contact Us

® Use upto date "anti-virus softw are"

® Do not open e-mail from unknow n
sources

® Use"hardto quess’ passphrases

® Protect your computer files with a
“firew all"

® Don't share your computer with

strangers - "peer to peer file sharing”

 Update your computer's operating
system and applications regularly

© Shut down your computer v hen not

® Use Instant Messengers/Chat wisdly

® Make sure you know what to o in
the evert of a computer infection

® Regularly back-up your computer
data

e Use encryption products to protect
data

o Take advantage of security fastures
in wireless access points

tip of the day

Shop Safely Online
advisories

vul in Microsoft Word

CYBER SECURITY

awareness

NC.Gou | ITS | ESRMO | Contact Us

hink before you
Connect.

welcome

Welcome to the North Carolina Cyber Security Awareness site. We hope that
these pages will increase your knowledge of cyber security and help you
safeguard information both at home and at work. Thanks for visiting.

AP hot links

* Governor Perdue's Proclamation B .

® US-CERT . A
0 Home ey ork Sacurity
O Coordinsting Virus and Spuw are Defense

® Cyber Security Training websites:
0 Act-online
B Taoardibin o

o Stausafeonline.org

o Cuber Excha

Sﬂ' rebroadcast webcasts

* Our Shared Responsibllity - The Strategy for Pramoting CyberSacurity Aw arenass
© slidez (75)

o Cloud Computing -- "Security Considerations You Should Know"
O slides (33)

® Phishing Scams -- Don't Get Hooked (Part T of I1)
O slides (35 min)

@ Phishing Scams -- Don't Get Hooked (Part I1 of 11)
© glidez (98)
* Keeping Your Broadband Intarnet Connection Secure (53:23 min)
o pobile Security and Encruotion (53:58 min)
o Securite 101 for Your BC (56151 min)
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@ Cyber Security Pledge

e Stop, and Think (consider appropriateness and risk) before |
Connect to the Internet.

* Take personal responsibility for security,
follow my agency’s security policies.

* Work to the best of my ability to keep my agency’s
staff, property and information safe and secure.

* Promptly report all security incidents or concerns to my
organization's security office or other appropriate contact.

* Spread the message to my friends, co-workers and
community about staying safe online.

e \Website address is:
http://www.esrmo.scio.nc.gov/CyberSecurity/default.aspx




@ Cyber Security: What is it?

e Cyber Security (computer security) is a branch of
information security that applies to computers and
networks. The objective of computer security
includes protection of information and property from
theft, corruption, unauthorized access, or natural
disaster, while allowing the information
and property to remain accessible and
productive to the intended users.




@ Security Incident

An information security incident is an adverse event or a

threat of an adverse event where an information technology
resource is:

e Accessed or used without authorization
e Attacked or threatened with attack

* Used in a manner inconsistent with established laws or policy
with the potential to cause the real or possible loss of

confidentiality, integrity, or availability of the resource or its
information

* Breached or threatens to breach the accountability, or
auditability of the resource or its information.




@ Reportable Incidents
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E-Mail

 SPAM

* Open Relay Complaints
* DOS against Mail servers
* E-mail Harassment

* Spam BOT

e Phishing (Social Engineering)
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@ Reportable Incidents

Hacking

* Port scanning
 Unauthorized access

* SQL Injection

* Warez Servers

* Anonymous Proxies
 Web Defacements

e Denial of Service (DOS)
* Brute Force Attacks

* System Compromise




@ Reportable Incidents

Malicious Software (aka. Malware)
 Malware Outbreaks
— Multiple systems/users reporting infection
* AV Failures (Large Scale)
— Fail to detect
— Fail to clean
* Vectors of Infection
— Hostile websites




@ Reportable Incidents
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Inappropriate Use =

* Copyright violations (Peer-to-Peer &
Networks — Kaaza, Gnutella, Torrents) .

* Downloading and/or distribution
of pornography

* Unauthorized access to remote
system/account by state
employee

e Use of state resources for
personal gain or harassment




@ Reportable Incidents

Other

 Law Enforcement Issues
— Intelligence
— Theft and Fraud
— Stalking
— Harassing Telephone Calls

0010010

e Data loss (Desktops, laptops, portable media, etc.)

— When reporting these incidents, you must note if the
device and/or media contained Pll and if the device/data
was protected with encryption.

e Miscellaneous incidents not covered above!




@ Agency Responsibilities

G.S.§ 147-33.113(a) requires agency heads to:

* Provide details of information technology security

employed at the agencies

* Report computer related security incidents to the State
CIO within 24 hours

* Desighate an agency security liaison to coordinate with
the State CIO

The General Assembly, Judicial Department, and the University
of North Carolina system are exempt, but may choose to comply.




@ How do | report an incident?

* Three Methods for reporting cyber incidents:

— Report the incident using the online incident reporting
form at https://incident.its.state.nc.us *

— Open a ticket with the ITS Service Desk *
 Ask for it to be routed to ESRMO/Threat Management

— Contact a member of the ESRMO Threat Management
Team directly

*If you need immediate assistance, please contact a
member of the Threat Management team directly.



https://incident.its.state.nc.us/
https://incident.its.state.nc.us/
https://incident.its.state.nc.us/

@ How do | report an incident?

* Report cyber incidents at
https://incident.its.state.nc.us T
» What ESRMO submitsonthe “
agency’s behal: 2 e e e
— Malware notifications ESRMO
sends to the agency

— Spam notifications ESRMO
sends to the agency

B Srilarurias Ju=urity and
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Report Date

— Copyright Infringement
notifications ESRMO sends to
the agency

 All other cyber incidents should be submitted by the agency.




Questions?




